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KISTI Grid Certificate Authority

Home .
* Introduction

Welcome to KISTI Grid Certificate Authrity web site.
KISTI Grid Certificate Autharity is operated by the Grid Technology Research Team of KISTI (Kaorea

o CA Certificates

« [Documents

o CP/CPS
o Minimum CA Institute of Science and Technology Information).
e R oC E.E.QL.IIIEDJEHI.........: The authority satisfies requirements from APGrid PIMA.
: « Request Cerificates = . . . . . o
R R R R TR R TR R TR va e Certificate issues by the KIST] Grid CA are compatible with the Globus Toolkit middleware.

s |ssued Certificates
s Contact Information
s Helated Sites

¢ KISTI CAfold site)

The public key cryptography is the basis of grid security architecture.
Certificate Authority(CA) is a mandatory componant of public key infrastructure(PKI).

Please read "Oveniew of the Grid Security Infrastructure” from Globus site.

Best viewed with Firefox browser.
Copyright 2006 Korea Institute of Science and Technology Infarmation
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Fill out the subscription form. -

2. Interview with a RA with the application form. [EA contact information)
Provide the following information when interview with a RA:

[}

the application form
proof of identity (work |D card, passport, national ID card, etc_}

(]

3. Keep the PIN number of the application form securely.
The RA should fill the PIN number field in the form.
Fax the form to the number specified in the form.
Flease send an notification e-mail to ca@gridcenter or kr after sending a FAX.
KISTI Grid CA staff will respond immediately when we receive your request form.
KISTI Grid CA will send an Weh Access Client Certificate(VWWACC) to your e-mail, if everything is
okay.
Install this certificate in your web browser to access to the on-line cerificate request service web
site.
Your PIMN number is the passwoard for your WACC.
Follow this insturction to install the web access cerificate(WACC) in your browser.

Step 2. Request a Grid Certificate from KISTI GRID CA
- If you are applying for a user certificate,
Click User Certificate Request

- If you, are.applying for 2 hestservice gettificate,
Click Host/ Service Certificate Request

Best viewed with Firefox browser.
Copyright 2006 Korea Institute of Science and Technology Infarmation

|




<} http://ca.gridcenter.or.kr - KISTI Grid Certificate Authority - Microsoft Internet Explorer

obz(hy BEE)  EJM)

SHFENA ERXD ESTH)

NAVER - |§| http:/#za, aridcenter, or, kefrequest/host_cedificate, php

A=

]
ﬁr

v Bos - 3 Y- @ 2 @=12

« Home

CA Certificates

Documents

CR/CPS
Minimum CA,
Requirement

]
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s Request Cerificates
s |ssued Cerificates
¢ Contact Information
o Related Sites

s KISTI CAfold site)

KISTI Grid Certificate Authority

Instruction for requesting an Host or Service Certificate

By requesting a certificate, you indicate that you accept the Cerificate Policy and Cerificate Practice

Statement and that you agree to the Subscriber Obligation specified in the document.

Step 1. Enroll KISTI CA

Before requesting user certificate from KISTI GRID CA, you are required to enroll KISTI GRID CA.

Step 2. On-ine Certificate Request

Best viewed with Firefox browser.
Copyright 2006 Korea Institute of Science and Technology Infarmation
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Home

Request Certificate

My CSR List

KISTI CA Home

KISTI Grid Certificate Authority

Request Host Certificate

Step 1. Generate a CSR for your host.

Step 2. Upload the CSR using the following form.

Country: KR jl%% /n\jEﬁHérJ_J_
Organization: KISTI HOSt FQDN% % éﬂ' EI- Ll El’
.
Organization: | 1'«f| .
Host FQDN: | | {rgﬂax. 30 characters)
SRR £.9).hostname. example;cokr ..., :
l-Egp?'- =rec ge] Bt "y E5R ek bralwpee s ssssssssnsannssnnn s nnnnnnnns
CSR:E S AHA = Oolad =Ll U9 Y ol

Upload CSR
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OpenSSL version >= 0.9.7

OpenSSL= 0[E¢et CSR &2 Y

RSA 2048 HIEJ| 2 DESE &3t 5Kl L&LICH
openss| req W
-new —-shaz2s56 -newkey rsa:2048 —nodes W
—keyout hostkey.pem
—out hostcert_request.pem
—-subj "/C=KR/0=KI\STI/0=0RGANIZATION/CN=hostt/grid.example.com"
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OpenSSL=2 0| =gt CSR A B

0E S0 KISTI AFE XDt test.kisti.re.kr 2t SAEQS SAEQIZSNHE AMAE [

openss!| req

—-new —sha256 —newkey rsa:2048 —-nodes

—keyout hostkey.pem i

-out hostcert_request.pem H

-subj "/C=KR/0=KISTI/0=KIST|/CN=hostW/test .kisti.re.kr"

B8O 2 AHO|E[H hostkey.pem 2 hostcert_request.pem ot ol A& L Ch.
hostkey.pem HP%‘Q CISAHe N2 0|=2= eI B2 &1 /o8B
& S8 20oAID| "gHE LT,
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d& CSR= &l L.

openss| req —in hostcert_request.pem —text —noout

Certificate Request:
Data:
Version: 0 (0x0)

Subject: C=KR, O=KISTI,
Subject Public Key Info:
Public Key Algerithm:

RSA Public Key:

0=

KISTI,

rsz2Encryption
(2048 bit)

Modulus (2048 bit):

P0:ce:
c0:98:
8c:fb:
03:cd:
d3:0f:
ea:e2:
98:f0:
b3:38:
d7Z At
37 22l
90:67:
be:15:
af:fc:
34:4d:
11:9b:
42:9b:
4d:3c:

f6:0f
Exponent:
Attributes:
a0:00
Signature Algorithm:

el:ba:
37:c8:
Ob:31:
2b:c5:
ba:74:
32:a3:
lb:aa:
b8:37:
9f:96:
ce:97:
28:5fF5':
d7:5f:
c92:95:
b3
ad:d3:
ba:97:
20:cf:

65537

sha256WithRSAEncryption
al:a6:d0:21:b7:f3:8c:72:e6:3d:cb:c6:b8:77
61:68:d2:28:8c:e5:01:46:el1l:7e:be:d7:1d:1b

bf:
63:
7a:
25:
5d:
fe:
01:
16:
26:
T
79:
83:
4b:
cb:
eb:
aa:
cH:

(0x10001)

le:28:
85:1a:
ec:e4:
4b:b6:
ea:e0:
79:37:
2c:42:
6a:a9:
61:6T:
eb6:98:
2a:bé:
eb:12:
b3:f7:
ce:50:
26:b9:
11:be:
ad:ef:

CN=host/test.kisti.re.kr

1a:00:
ce:bé6:
e6:fd:
b2:21:
dé6:3a:
3e:9b:
b7:43:
32:e8:
eb:21:
2d:2c:
05:3b:
d7:d5:
cO:6e:
0d:3e:
62:13:
15:78:
96:0b:

CSRE| subject

=
=

RSA 2| AIOIAE

$51:
:eb:
2742
t14:
2592
332
:bb5:
sihias
:80:
<337/
sec:
sl
:8e:
:de:
s A7
27 o
:90:
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MIICkjCCAXoCAQAWTTELMAKGALUEBhMCS1IxDjAMBgNVBAoTBUtJU1RIMQ4wDAYD
VQQKEWVLSVNUSTEeMBWGALUEAXMVaG9zdC90ZXNOLmtpc3RpLNI1LmtyMIIBI jAN
BgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAZUFqvx40GgDujlVfN1/AmDfIY4Ua
ZrZSiEE8v+uM+wsxeuzk5viXXFwEU3QDzSvFJUu2siHTPMbu2xTTD7p0@Xergljgk
+sh5Wing4jKj/nk3PpufVexOwDKY8BuUgqASXCtONw5z9r8LWz0Lg3FmgpMughEGep

1FfFXH5+WImFvéyFrMh6bE4A3FM6Xd0aYLSWM4ANHivjeQZyjleSq2BTt8Eebbvuy+
Fddfg+US19UB4AiorByg/MmVS7P3wG4dqV8EM440TbEXxy85QDT4aQPT3NN4RM6E3T
5Sa5YhMOPZjXkBdCm7gXqhG+FXjoL19QVXxNPCDPxa3v1lgv+wJCla5D2DwIDAQAB
0AAWDQY JKoZIhvcNAQELBQADgQEBAKGMOCG384xy5j3Lxrh3Vr907wWFo@iiM5QFG
4X6+1x0bimgFD5TUOEtKhhDUN9f+8mhGj53FhBpAPIQtHgbdvUkktzji+56H] f4Q
B62dtWiX6v1sILDrB6MHuDpsiaksCXRcHP+9uleb6F1WgQKHT+/70K21yd3Rc+1VW
Ox5N65pchBNtFgmNhFem2rB9Qm1l+z /4HP7bnM7GWF8tvLd8dQpd TPKNuU3hMOQC
PUsEaJWUEqIMBnHpsv6H1Nn3SMFNsznHroqrEfGygTGhectBgRupPGOWMUcJzm+ss
YNC9L19CakFjoOU5eya8v8giq21+MONScNXExt0smSSQgwCOvtxI=
END CERTIFICATE REQUEST

K0840OP2:igtf-policy-installation-bundle-1.83 sahn$
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KISTI Grid Certificate Authority
Request Host Certificate
Step 1. Generate a CSR for your host.
Step 2. Upload the CSR using the following form.
Country: KR
DS A EHE
Organization:  KISTI jl JCl- = }ii — O|-—D
o ~—n = =
I Host FQDN= & &to| = gLt
Organization: || KI=TI w .
. HostEQpN;, (SStKsteke Lo IlEmEing
g.g) hostname.example.co.kr
.-Egp'rr- =rec '[EIB'E't'E "y E5R e boEk bralwpee s ssssssssssnsnsnnnnnnnnnnnnnnn i -:
£ ----- BEGIN CERTIFICATE REQUEST----- Al s
[ MIIBNDCCAQUCAQAWXDELMAKGAIUEBRMCS1IxD]AMBgNVBACTE '
5 UtJU1IRIMQOwWCwWYD :
E WVQOQKEWRHUKIEMQ4wDAYDWQQKEWYVLSYNUSTEEMBwW GA1UEAXM
CSR: )y =
: = (=] (= — = .
« SAtet CSR =52 0 EJ[otaAIL. |
Ehvuuwr\uaya‘:}uj =
[ LG55zycQHpyrbObL1 1U+nSagiHNgeXbMAZ vhImfaMBI9mlogfoqu
s aPYlg2BomU9K :
| 2NLEd3DQmIuge2srokh0VLSjofy2PQrilUuuGIAK|S129ZGDIQsQHb || &
: | Upload CSR | : v
x| Z= =E o = =
ZESHOZ Upload HEZS 2ot A 2.
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KISTI Grid Certificate Authority

- Home Your CSR has been requestd to KISTI CA.

- Request Certificate KISTI CA will review your CSR, before issuing your certificate.

- My CSR List Your CSR is sent to your email sangwan@kisti.re.kr.
- KISTI CA Home After KISTI CA issue your certificate, a notification e-mail will be sent to you.
CSR EE 250| 2=Z/D, O[HIEE = CHLH I AL Ot

KISTI Grid Certificate Authority
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KISTI Grid Certificate Authority

- Home

My Certificate Signing Request List

—RequestCerUﬁcatE. ID Type Form Information Date Status View

: |- My CSR List : Q=KISTI - -

-------------------------- 1 | user CN=80864141 Sanawan Kim 2007-07-21 15:44:39 |issued | [show] / [hide]
- KISTI CA Home O=KISTI

14| host 2007-10-02 11:25:03 |upload | [show] / [hide]

CM=test.kisti.re.kr

[z
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Ol

& CSR === =21% 0ll= My CSR List & 2AIH FLILE

KISTI Grid Certificate Authority
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